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What’s a Senior 
Security Advocate?

5 years
Security Advocacy and 

Research

Datadog
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What’s a Senior 
Security Engineer?

6 years
Detection and Response

Security Engineering
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Detection engineering is hard
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Logs as infinite as stars in the 
night sky
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Cloud practicioners are dealing with TONs of 
log sources

AWS CloudTrail
Endpoints Flow logs Amazon Bedrock
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Goal!

Detect Bad Stuff



Requirements 
Gathering

Development

Design

Testing & 
Deployment

Detection Development Lifecycle
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Monitoring05

SDLC

DDLC

Detection as Code 
Principles

Continuous Testing
06

Detection Development Lifecycle by Haider Dost

https://medium.com/snowflake/detection-development-lifecycle-af166fffb3bc
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Manual Detection Engineering Challenges

Lack of version control and audit 

history
Siloed development

Inconsistent quality and output Hard to manage at scale
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Why Detection as Code? (DaC)
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Detection as Code (DaC) 
Benefits

Version Control & 

Peer Review

Testing & Validation CI / CD Deployment Reusability & 

Modularity
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The goal of a detection 
engineer is to write a perfectly 

accurate detection… 

but this is practically 
unachievable



Perfect Recall

15malicious events benign events



Perfect Precision

16malicious events benign events



The Middle Ground

17malicious events benign events



The precision recall tradeoff

18

malicious events

benign events
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Finding Your Middle Ground

19

Understand your tolerance for false positives

Use historical data to gauge how a rule will perform

Continuously monitor rule performance (false positive rates)

Determine the impact of tuning a rule
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Welcome Riot Games
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Too much 
logging breaks 

the bank 

Challenge #1

Too little loses 
the signal
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Log Architecture by Nathan Martini @ Riot Games
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Vector

# vector.yaml — CloudTrail (S3) -> remove field -> Datadog

data_dir: "/var/lib/vector"

sources:

cloudtrail_s3:

type: aws_s3

bucket: "my-cloudtrail-logs"       # CHANGE: your bucket name

region: "us-east-1"                # CHANGE if needed

key_prefix: "AWSLogs/"             # typical CloudTrail prefix

compression: auto

encoding:

codec: json

transforms:

remove_unneeded_field:

type: remap

inputs: [cloudtrail_s3]

source: |

del(.eventVersion)        # example: remove verbose field

sinks:

datadog_logs:

type: datadog_logs

inputs: [remove_unneeded_field]

api_key: "${DATADOG_API_KEY}"

site: "datadoghq.com"              # e.g., us5.datadoghq.com if applicable

encoding:

codec: json

compression: gzip

batch:

max_events: 5000

timeout_secs: 2
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Why think 
about filtering 
log sources?

Cost Optimization

Signal to Noise Ratio

Data Quality Control
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Jobs handled by the Cloud SIEM:

Storage
Indexing
Rehydration

Storage + Rehydration
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Storage

• Cloud-based log storage solution Automatically 
forwards all logs to your AWS S3 bucket in 
compressed JSON format with date-based 
organization

• Cost-optimized with flexible storage classes
Supports S3 storage tiers (Standard to Deep Archive) 
with lifecycle policies, reducing costs up to 68%

• Rehydration capability for on-demand analysis
Retrieves archived logs back into Datadog within 
hours for compliance audits or historical 
investigations

Documentation link: 
https://docs.datadoghq.com/logs/log_configuration/archives/
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Questionable Activity from X user

Backtrack to who had the IP Address

Was this user allow to do that?

Use Case
SUS MUCH?

1

2

3
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Rehydration

• Retrieve archived logs on-demand Log Rehydration 
pulls logs from your S3 archive back into Datadog's 
Log Explorer by creating "Historical Views" with 
specific time ranges and search queries

• Fast scanning at scale Scans and reindexes 
terabytes of archived logs within hours, with scan size 
estimation to help manage AWS data transfer costs

• Flexible use cases Ideal for compliance audits, 
investigating past incidents, analyzing historical 
trends, or accessing logs excluded from indexing to 
control costs

Documentation link: 
https://docs.datadoghq.com/logs/log_configuration/rehydrating/
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Archive Search

https://www.datadoghq.com/blog/archive-search/
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Detection quality doesn’t come from more 
rules — it comes from better process

Challenge #2



Detection as Code (DaC) is a modern security approach that treats threat detection logic—such as SIEM alerts and other security rules—as software code. Instead of analysts 

manually creating rules in a user interface, DaC applies the principles of the software development lifecycle (SDLC) to build, test, and deploy detections in a structured, 

automated, and reliable way.

Core Principles

This methodology transforms threat detection from a manual, reactive task into a proactive engineering discipline built on four key pillars:

Version Control: All detection logic is stored in a central repository like Git, creating a single source of truth with a complete and auditable history of every change.

Automated Testing: Detections are automatically validated against historical data or simulated attacks before deployment, which ensures accuracy and minimizes false 

positives.

Collaboration & Peer Review: Using a pull/merge request workflow, changes to detection logic are reviewed and approved by the team to improve the quality and 

effectiveness of every rule.

Automation (CI/CD): A CI/CD pipeline automates the entire process of testing and deploying detections, allowing security teams to roll out new capabilities rapidly and 

consistently at scale.

"If you wouldn't deploy a microservice without tests or version control, why would you deploy a detection rule that alerts your SOC at 2AM without the same rigor? Detection as 

Code is not about adding complexity – it's about making detection engineering sustainable."

— Zack Allen, Sr. Director of Security Detection & Research

What is Detection as Code?
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Demo: Managing a Rule in GUI
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Demo: Managing a Rule using IDE
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Enforcing CICD
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Break Glass Situation

Manual Tagging Bypasses 

CI/CD Control
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OOTB Rules are great … but
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Challenges in Out of Box Rules

Alert Fatigue

Normalization Mismatches 

Coverage Gaps

Maintenance and Lifecycle
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Advice

OOB 

Rules 

have a lot 

of value
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Advice

OOB Rules 

have a lot of 

value

When paired 

with an 

activation plan



© 2025, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Day 1:

As a behavioral 
analyst
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Very useful but very noisy

Lots of malicious activities are 
caught by these detections

Correlation: Behavior
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OKTA has inbuilt behavior logic

OKTA Unusual Behavior



© 2025, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Is this a noisy alert?

22 signals in 1 week

Example - Unusual Behavior OKTA
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AWS Unusual Detections

Amazon GuardDuty



Correlation Alerts 
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Logs for each alerts which has triggered

Lets make our Behavior alerts → NFO Alerts

Datadog’s Signal Explorer
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● All alerts have a few 

common fields 

○ Hostname

○ IP

○ username

● Query Datadog Signal 

API for any past alerts

Example
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Automations via SOAR Tool

Putting it all together
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Next Phase of Detection Engineering
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Benefits of OCSF
Open Cybersecurity Schema Framework

Unified Schema

Consistent data format across all security tools 

eliminates translation errors

Better Correlation

Common taxonomy enables cross-platform threat 

correlation and faster response

Reduced Effort

Eliminates custom parsing pipelines, cutting 

integration time significantly

Vendor Neutral

Open standard backed by AWS, Datadog, and 

100+ organizations

Community Driven

Schema evolves with emerging threats through 

collaborative development

Interoperability

Seamless data exchange between SIEM, XDR, 

SOAR, and cloud platforms
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Use Datadog to standardize your security logs

https://bit.ly/43T8P5H
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Two Options

Observability Pipelines Vector Open Source

https://bit.ly/4oo8TBz https://bit.ly/4apRDsg
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OCSF Processor Available Today

https://bit.ly/43T8P5H

Stream, transform, and standardize log data in the OCSF 

format to improve threat detection, speed investigations, 

and simplify SIEM integration—without increasing cost or 

complexity
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Embrace new detection methods
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Bits AI Security Analyst
Autonomous Cloud SIEM investigations powered by AI

EVIDENCE-BASED CONCLUSIONS

•Benign — No concern

•Suspicious — Action needed

• Inconclusive — Review

Autonomous Triage

Investigates SIEM signals by analyzing detection rules. Signals are marked with facets for filtering and notifications.

MITRE ATT&CK Framework

Plans and executes investigations, pivoting between IOCs and querying historical signals and logs.

Integrated SOAR Actions

Recommends remediations and enables direct execution via Action Interface with access controls.

Part of Bits AI Agent Family

One of three AI agents supporting security, SRE, and development teams across Datadog.

https://www.datadoghq.com/blog/bits-ai-security-analyst/
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Detection as Code is 
essential

Bringing SDLC concepts to the 

way you build detections is 

critical to scalability

Process, process, 
process

Process is more important 

than tooling when it comes to 

rigor

Data pipeline is 
everything

Having one model for ingest that 

you apply to extract, transform, 

and load force multiplies

Embrace Open 
Standards

Great platforms support open 

standards and increase 

interoperability

Key 
takeaways



61

The goal of a detection 
engineer is to write a perfectly 

accurate detection… 

but this is practically 
unachievable mostly achievable
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Resources for more

Datadog Security Labs – https://securitylabs.datadoghq.com

Get these slides – https://bit.ly/sec327-s

Stratus Red Team - http://github.com/datadog/stratus-red-team

OCSF Framework - https://schema.ocsf.io/

https://securitylabs.datadoghq.com/
https://bit.ly/sec327-s
https://bit.ly/sec327-s
https://bit.ly/sec327-s
http://github.com/datadog/stratus-red-team
http://github.com/datadog/stratus-red-team
http://github.com/datadog/stratus-red-team
http://github.com/datadog/stratus-red-team
http://github.com/datadog/stratus-red-team
https://schema.ocsf.io/


Datadog for Startups

For Series A or earlier startups
New to Datadog customers
Referred by Partner Network

Customer Success 
Team Alignment

Free Datadog Pro for 1 
year (Up to $100k in 

credits)

Free for a year
up to $100k in credits

Bits AI SRE*

LLM Observability

MCP Server*

Real User Monitoring

Error Tracking

Product Analytics

Metrics

Log Management

… and lots more

Starting or scaling? We have you covered

Thank you for joining us at AWS Re:invent



Check out the latest re:Invent Launches

https://bit.ly/43WleG0

https://bit.ly/43WleG0?r=qr
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Meet Datadog’s at re:Invent

Explore our products

Thank you

Subscribe to the 
Security Labs Newsletter

DDFS Program

https://bit.ly/484ix7M https://bit.ly/security-newsletter https://bit.ly/ddfs

linkedin.com/in/andrewkrug linkedin.com/in/nathan-pitchaikani-221177b3
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